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◼ Internet of Things has potential to transform daily life

◼ IoT devices communicate, gather data, and interact with the physical 
world

◼ Applications in healthcare, agriculture, transportation, etc.

◼Rely on Machine-to-Machine communication

◼ To automate tasks

◼ To send commands

◼ To distribute information

Introduction
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Challenges
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Blockchain technologies like Smart Contracts can 
address transparency, longevity, and trust

◼We present AGasP, an example IoT application that 
uses Smart Contracts for M2M communication

◼ Practical trade-offs: performance, privacy, and the 
impact of bugs

Contributions
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◼Blockchain

◼Distributed management of ledger information in P2P network

◼Mechanism

• Block has transactions

• Blocks are connected by referring to the hash of previous block

◼ Smart Contract

◼ Ethereum

Background
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Reference: https://bitcoin.org/bitcoin.pdf



◼Blockchain

◼ Smart Contract

◼Acts as an autonomous entity on the blockchain

◼ Provides a way to deterministically execute programs

◼ Ethereum

Background
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◼Blockchain

◼ Smart Contract

◼ Ethereum

◼Blockchain Platform that supports Smart Contracts

Background

12 Copyright 2018 FUJITSU LABORATORIES Ltd.



◼ Traditional

◼ Single vendor controls everything car to cloud

◼Users must trust the vendor with personal information

• Credit card information

• Location, etc.

An example application
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AGASP : Automated Gasoline Purchases



◼Our approach

◼No single vendor controls all of the pieces

◼ Pay for fuel by using Smart Contracts in Ethereum, rather 
than trusting a vendor with payment information

◼DApp (Decentralized Application) can interact directly with 
the public blockchain

An example application
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AGASP : Automated Gasoline Payments



AGAsP: Sequence
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◼ Transparency

◼ Longevity

◼ Trust

How does it address?
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◼ Transparency

◼Both the vehicle and pump MUST communicate through the 
blockchain

◼ Longevity

◼ Trust

How does it address?

17 Copyright 2018 FUJITSU LABORATORIES Ltd.

send deposit send usage

change payment

Anyone can audit the blockchain



◼ Transparency

◼ Longevity

◼Guarantee permanence of infrastructure and application

• Based on the permanence of the Ethereum network.

• Set up new Ethereum nodes

◼ Trust

How does it address?
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P2P Network



◼ Transparency

◼ Longevity

◼ Trust

◼Reduce the relation of trust to just a single edge

How does it address?
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Comes with limitations
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◼ Performance

◼ Transactions have high latency and are heavily influenced by 
fees (Ethereum gasPrice)

◼ Privacy

◼ Impact of Bugs in Smart Contract

Comes with limitations
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Applications must be designed around long latencies

Transaction Time is significantly affected by gasPrice Transaction time has long 95% latency for a fixed gasPrice



◼ Performance

◼ Privacy

◼ Transactions are publically viewable, which can leak personal 
information

◼Need methods to mask information while remaining auditable

• zero-knowledge Succinct Non-interactive ARguments of 
Knowledge (zkSNARK)

• Hawk

◼ Impact of bugs in Smart Contract

Comes with limitations
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Applications should protect user privacy while 

remaining auditable



◼ Performance

◼ Privacy

◼ Impact of bugs in Smart Contract

◼ Smart contract contains critical flaws

• logical errors

• lack a self-destruct

◼Assets can be locked in a contract

Comes with limitations
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Future work on developer tools and static analysis can prevent 

large classes of vulerabilities or logical errors

Press release: Fujitsu Develops Technology to Verify Blockchain Risks
Risk detection is automatic and comprehensive to improve safety of smart contracts

2018.3.7 Fujitsu Laboratories Ltd., FRDC in China



◼We highlight challenges of Transparency, Longevity, 
and Trust for IoT applications.

◼We perform an initial exploration of using smart 
contracts as a solution by designing, implementing, 
and evaluating AGasP on the Ethereum blockchain.

◼We discuss the potential limitations of performance, 
privacy, and the impact of bugs in the context of 
machine-to-machine communication.

Conclusion

24 Copyright 2018 FUJITSU LABORATORIES Ltd.

Thank you for your attention. Terima Kasih!! 
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